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Document Description : This 4-page document is a NCS cable, dated April 8, 2003, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately two and one-half pages of written text. The last half-page is blank. This documentis
withheld in full based on exemptions b(1), b(2}, and b{3).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2}. In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. in particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms and foreign activities of
the CIA. Disclosure of this information would reveal information that is currently and properly classified .

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant {0
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official tittes, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1948

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 1-page documentis a NCS cable, dated October 3, 2003, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one-half page of text. This document is withheld in full based on exemptions b(1), b(2),
b(3), and b(5).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b({3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other interna! administrative information which is
protected from disclosure by exemptian b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b{1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is
currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i){1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1948.



In addition, the cable includes policy options, analysis, and recommendations of field officers to
headquarters regarding specific policies. The document is therefore also properly withheld in full pursuant
to the deliberative process privilege.

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 1-page document is a portion of a NCS cable, dated August 3, 2003, and it
hears the classification mark SECRET. This cable consists of one page of distribution information, it does
not contain any additional text. This document is withheld in full based on exemptions b(1), b(2), and b(3)

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document is also withheld on the basis of exemption b(1). This document contains

information that has been classified in accordance with Sections 1.4(c) and (d) of Executive Order 12958,
“and is protected from disclosure becuase it would tend to reveal intelligence activities and methods, as
well as foreign relations and foreign activities of the United States Government. Disclosure of this
information would reasonably be expected to cause serious damage 1o the national security. In particular,
the document tends to reveal certain intelligence methods and activities. The document also reveals CIA
cryptonyms, the focation of CIA stations, the name of a CIA employee, and foreign activities of the CIA.
Disclosure of this information would reveal information that is currently and properly classified .

For similar reasons, this document is exempt from disclosure under exemption b(3} pursuant to
Section 102A(i)(1) of the National Security Act of 1847. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1949.

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 4-page document is a NCS cable, dated February 2, 2006, and it bears the
classification mark TOP SECRET. This cable consists of one page of distribution information and
approximately two and one-half pages of text. This document is withheld in full based on exemptions
b(1}, b{2), and b(3)

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3}. The first
page primarily consists of internal distribution information such as filing identifiers , routing codes, handtling
instructions, origination markings, and other internal administrative information which is protected from
disciosure by exemption b{2). in addition, some of these markers and routing codes would disclose
internal organizational data, the location of CIA facilities overseas, and other information that is properly
withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause exceptionally grave damage to the national security. In particular, the document tends to reveal
certain intelligence methods and activities. The document also reveals CIA cryptonyms, the names of CiA
employees, the location of CIA stations, and foreign activities of the ClA. Disclosure of this information
would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1949,



This document is also withheld in full on the basis of exemption b(5). The memorandum
discusses employee performance, and therefore reveals internal analysis and recommendations. It
therefore reveals internal deliberations of government officials, which are properly withheld under the

deliberative process privilege.
There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 2-page document is a NCS cable, dated November 12, 2003, and it bears
the classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one page of text. Half of the second page is blank. This document is withheld in full based
on exemptions b(1), b(2), and b(3}

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3}, as described more fully betow.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
pecuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. in particutar, the document tends to reveal certain
intelligence methods and activities, including specific sources of the CIA. The document also reveals CIA
cryptonyms and foreign activities of the CIA. Disclosure of this information would reveal information that
is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b{3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949.



There is no meaningful, reasonably segregable portion of the document that can be released.

Case Number: 07-cv-5435
Judge's Initials : LAP




DOC 206

Amnesty International v. CIA, et al.

FOIA/PA Request No.:  F-05-00488, F-06-01014, F-06-00994
Document Number: OIG C 1315
Date of Document:  8/13/2003
Document Type:  Cable
- Classification: Secret
: Fromeo: Field to HQ
Subjec_t: Intelligence Operations
Document Pages: 6
FOIA Exemptions Privacy Act Exemptions : Dispaosition :
X (o) (1) L @ Denied in Full
< (b) (2) (O Partial Release
X (b) (3) L@ O Released in Full
L] (by (4) H (k) (1) (O Referred to Third Agency
L. (b) (5) J (k) (2}
L (b) (6) . (k) (3)
U (0 (7} (c)
1) (d)

1) (7 (e)
C® 00

Document Description : This 6-page document is a NCS cable, dated August 13, 2003, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately five and one-half pages of text. This document is withheld in full based on exemptions b{1),
b(2), and b{3)

The distribution information is withheld on the basis of exemptions b(1), b(2}, and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully beiow.

The entire documenrt, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. The document reveals CIA cryptonyms, the location
and functions of CIA stations, the identities of CIA employees, and foreign activities of the CIA. Disclosure
of this information would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption t(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949.

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 3-page document is a NCS cable, dated March 18, 2004, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately one and one-half pages of written text. The last half-page is blank. This document is
withheld in full based on exemptions h(1), b(2), and b(3).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also

“withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
hecuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CiA cryptonyms, the locations of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is
currently and properly classified.

Eor similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,



There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 2-page document is a NCS cable, dated October 3, 2003, and it bears the
classification mark SECRET. This cable consists of one and one-haif page of distribution information and
approximately one-halif page of text. This document is withheld in full based on exemptions b(1}, b(2), and
b(3)

The distribution information is withheld on the basis of exemptions b(1), b{2), and b{3). The first
one and one-half pages primarily consist of internal distribution information such as filing identifiers ,
routing codes, handling instructions, origination markings, and other internal administrative information
which is protected from disclosure by exemption b(2). In addition, some of these markers and routing
codes would disclose internal organizational data, the location of CIA facilities overseas, and other
information that is properly withheld under exemptions b{1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
foreign intelligence activities. The document also reveals CIA cryptonyms and the location of CIA
stations. Disclosure of this information would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the Nationa! Security Act of 1947. In addition, this document contains information
about CIA official tities, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949.

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 23-page document is a NCS cable, dated April 22, 2003, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately twenty-one and one-half page of text. The last page is almost entirely blank. This
document is withheld in full based on exemptions b(1), b(2), and b(3)

The distribution information is withheld on the basis of exemptions b{1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also

" withhield on the basis of exemption b(1).  This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
1o cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities, including specific CIA sources and intelligence-gathering methods.
The document also reveals CIA cryptonyms, the identities of CIA employees, the location of CIA stations,
and foreign activities of the CIA. Disclosure of this information would reveal information that is currentty
and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(3i)(1) of the National Security Act of 1947. In addition, this document contains infermation
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949.



There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 17-page document is a NCS cable, dated July 12, 2003, and it bears the
classification mark TOP SECRET. This cable consists of one-half page of distribution information and
approximately sixteen pages of text. The last page is mostly biank. This document is withheld in fuil
based on exemptions b(1}, b(2), and b(3)

The distribution information is withheld on the basis of exemptions b(1), b(2}), and B(3). The first
half-page primarily consists of internal distribution information such as filing identifiers , routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withHeld on the basis of exemption b{1). This document contains information that has been classified in
accordance with Sections 1.4{c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause exceptionally grave damage to the national security. In particular, the document tends to reveal
certain intelligence methods and activities, including specific CIA sources. The document also reveals
CIA cryptonyms, the location of CIA stations, CIA capabilities, and foreign activities of the CIA. Disclosure
of this information would reveal information that is currently and property classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i){1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,



There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Description : This 4-page document is a NCS cable, dated September 18, 2003, and it bears
the classification mark SECRET. This cable consists of one and one-half page of distribution information
and approximately two and one-half pages of text. This document is withheld in full based on exemptions
b1}, b{2}, and H{3)

The distribution information is withheld on the basis of exemptions b(1}, b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers , routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). in addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
becuase it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
1o cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities, including CIA intelligence sources. The document also reveals CIA
cryptonyms, the location of CIA stations, and foreign activities of the CIA. Disclosure of this information
would reveal information that is currentlty and properly classified.

Far similar reasons, this document is exempt from disclosure under exemption h{3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. [n addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,
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Amnesty International v. CIA, et al.
FOIA/PA RequestNo.:  F-05-00498, F-06-01014, F-06-00994
. DocumentNumber: OIG C 2045
" Date of Docuiment:  8/17/2004
Document Type: Cable
Cf!éssiﬁ'catioh :  Secret
From/To:  Field to HQ
' Sg.b}'ect: intelligence Operations

Document Pages: 11

FOIA Exemptions : Privacy Act Exemptions : Disposition :

X (o) (1) L (d) (5) @ Denied in Full
X (b) (2) i . (O Partial Release
¥ (b) (3) @ (O Released in Full
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Document Description : This 11-page document is a NCS cable, dated August 17, 2004, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately nine and one-half pages of text. The last page is almost entirely blank. This document is
withheld in full based on exemptions b(1), b{2), and b(3).

The distribution information is withheld on the basis of exemptions b{1), b{2}), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers , routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b{1). This document contains information that has been classified in
accordance with Sections 1.4{c) and (d) of Executive Order 12958, and is protected from disclosure
hecause it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
1o cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals ClA cryptonyms, the location of CIA
stations, the identities of CIA personnel, and foreign activities of the CIA. Disclosure of this information
would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about ClA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central inteligence Agency Act of 1049,
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Amnesty International v. CIA, et al.
FOIA/PA Request No.:  F-05-00498, F-06-01014, F-06-00994
Document Numbef: OIG C 2184
Da_fe of Do’c'l'.rrr:zent: 6/23/2004
‘Document Type: Cable
C‘lassiﬁcatibn 1 Secret
From/To: HQ to Field
Subject: Intelligence Operations

Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition :

X< (b) (1) L) (3) @ Denied in Full
B< (b) (2) YOI O Partial Release
X (b} (3) L H@ O Released in Full
[ ] (b) (4) R (1) ' (O Referred to Third Agency
L1 (b) (5) (K (2)
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Document Description : This 2-page document is a NCS cable, dated June 23, 2004, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately one quarter-page of written text. The last page is almost entirely blank. This document is
withheld in full based on exemptions b(1), b(2), and b(3).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers , routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and {(d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information wouid reveal information that is
currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,
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Amnesty International v. CIA, et al.
FOIA/PA RequestNo.:  F-05-00498, F-06-01014, F-06-00994
- Document Number:  OIG C 2191 |
Date of Document:  4/2/2004
2 quu’rheﬁt -Type-: Cable
_ -_C_iassiﬁcatidn: Secret
" From/To: HQ to Field
| Sﬁbjeéi: intelligence Operations
o Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition:

> (o) (1) L (d) (5) @ Denied in Full

5 (b) (2) 1@y O Partial Release

X (b} (3) L1 @ (O Released in Full

(b)Y (4) Ty (0 Referred to Third Agency
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Document Description ; This 2-page document is a NCS cable, dated April 2, 2004, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one-half page of text. The second page is almost entirely blank. This document is withheld
in full based on exemptions b(1), b(2), b(3), and b(5}).

The distribution information is withheld on the basis of exemptions b(1), b(2)}, and b{3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
_withheld on the basis of exemption b(1). This document coniains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reascnably be expected
10 cause serious damage to the national security. In particular, the document tends to revea! certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is
currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b{3), pursuant to section 6 of the Central Intelligence Agency Act of 1845,



in addition, the cable includes policy options, analysis, and recommendations regarding specific
policies. The document is therefore also properly withheld in full pursuant to the deliberative process

privilege.
There is no meaningful, reasonably segregable portion of the document that can be released.
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FOIA/PA Requ_est NO £-05-00498, F-06-01014, F-06-00594
' Document Number:  OIG C 2337
 Date of Document:  4/7/2004
- Document Type: Cable
_' Ciass_iﬁcz:a:ﬁ@h: Secret
From/To: HQ to Field
. .S._ijbjec’_t: Intelligence Information
E}o_cume_'rif-_'Pages}.: 57
FOIA Exemptions :  Privacy Act Exemptions : Disposition:
X (Y (1) [ (d)(5) @ Denied in Full
CHi (D O Partial Release
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Document Description : This 57-page document is a NCS cable, dated April 4, 2004, and it bears the
classification mark SECRET. This cable consists of one-haif page of distribution information and

approximately fifty-six and one-half pages of text. This document is withheld in full based on exemptions
b{1), b(2}, and b{3).

The distribution information is withheld on the basis of exemptions b(1), b(Z), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b{1) and b(3), as described more fulily below.

The entire document, including some of the administrative information described above, is also

- withheld on the basis of exemption b(1). This doecument-contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage 1o the national security. In particular, the document tends to reveal certain
intelligence sources and methods. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is
currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)}(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949.



There is no meaningful, reasonably segregable portion of the document that can be released.
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FOIA/PA Request No.:  F-05-00498, F-06-01014, F-06-00994
Document Number: OIG C 2483
Date of Document: ~ 6/4/2004
Document Type: Cable
- Classification: Secret
From/To: Field to HQ
Subject: Intelligence Information

Document Pages

12

FOIA Exemptions: Privacy Act Exemptions : Disposition

4 (b) (1) T1(d) (5) @® Denied in Full
Bd (b} (2) 1@ O Partial Release
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Document Description : This 12-page document is a NCS cable, dated June 4, 2004, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately ten pages of text. The last page is almost entirely blank. This document is withheld in full
based on exemptions b{1), b(2), and b(3).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4{c} and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage 1o the national security. In particular, the document tends 1o reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, the identities of CIA personnel, and foreign activities of the CIA. Disclosure of this information
would reveat information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1945,



There is no meaningful, reasonably segregable portion of the document that can be released.
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Amnesty International v. CIA, et al.

FOIA/PA Request No.: F-05-00498, F-06-01014, F-06-00994
 Document Number: OIG C 2629
Date of _Doc__u’:_'n'ent: 7/26/2003
‘Document Type: Cable
Clagsification: Secret
From/To: Fieidto HQ
Subject: Inteltigence information
Document Péges: 2
FCIA Exemptions: Privacy Act Exemptions : Disposition
DX (b)Y (1) _1{d) (5) @ Denied in Full
¢ Iy (0 Partial Release
i@ O Released in Full
LK) (1) O Referred to Third Agency
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Document Description : This 2-page document is a NCS cable, dated July 26, 2003, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately one page of text. This document is withheld in full based on exemptions b(1), b(2}, and
b(3). :

The distribution information is withheld on the basis of exemptions b(1)}, b(2), and b(3). The first
page primarily consists of internal distribution information such as filing identifiers, routing codes, handling
instructions, origination markings, and other internal administrative information which is protected from
disclosure by exemption b(2). In addition, some of these markers and routing codes wouid disclose
internal organizational data, the location of ClA facilities overseas, and other information that is properly
withheld under exemptions b(1) and b(3), as described more fully below. ‘

The entire document, including some of the administrative information described above, is also
~withheld onthe basis of exemption b(1}.- This document contains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information wouid reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities, including confidential sources. The document aiso reveals CIA
cryptonyms, the location of CIA stations, the identities of CIA personnel, and foreign activities of the CiA.
Disclosure of this information would reveal information that is currently and properly classified .

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A{i)(1) of the National Security Act of 1947. In addition, this document contains information
about CiA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section & of the Central Intelligence Agency Act of 1949,
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FOIA/PA Request No.: F-05-00498, F-06-01014, F-06-00994
Document Number: OIG C 2775
Date of Document:  12/9/2003
Document Type: Cable
Classification: Secret
From/To: Fieldto HQ
Subject: Intelligence Information
Document Pages: 5
FOIA Exemptions: Privacy Act Exemptions : Disposition
X (b) (1) L) (5 @ Denied in Fuil
X (b) (2) C1G)y (1 O Partial Release
A (b) (3) LY (2) O Released in Full
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Document Description : This 5-page document is a NCS cable, dated August December 9, 2003, and it
bears the classification mark SECRET. This cable consists of one page of distribution information and
approximately four pages of text. This document is withheld in full based on exemptions b{1), b(2), and
b(3}.

The distribution information is withheld on the basis of exemptions b{1), b(2}, and b(3). The first
half-page primarily consists of intemal distribution information such as filing identifiers , routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b{1} and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
o cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities, including confidential sources. The document also reveals CIA
cryptonyms, the location of C|A stations, the identities of CIA personnel, and foreign activities of the CIA.
Disclosure of this information would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3} pursuant to
Section 102(i)(1} of the National Security Act of 1847. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3}, pursuant to section 6 of the Central Intelligence Agency Act of 1948
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Amnesty International v. CIA, et al.
FOIA/PA Request No.:  F-05-00498, F-06-01014, F-06-00994
Document Number: OIG C 2912
Date of Document: 3/5/2004
Document Type: Cable
Classification: Secret
From/To: Field to Field
Subject:  Intelligence Operations

Document Pages: 2

FOIA Exemptions : Privacy Act Exemptions : Disposition :
> () () [ (d) (5) @® Denied in Full
> (b) (2) Cl (O Partial Release
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Document Description . This 2-page document is a NCS cable, dated March 5, 2004, and it bears the
classification mark SECRET. This cable consists of approximately one-half page of distribution
information and approximately one-half page of written text. The last page is almost entirely blank. This
document is withheld in full based on exemptions b(1), b(2), and b{3).

The distribution information is withheld on the basis of exemptions b(1), b(2}, and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of ClA facilities overseas, and other information
that is properly withheld under exemptions b(1} and b(3), as described more fully betow.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveat intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Govemment. Disclosure of this information could reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is
currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section & of the Central Intelligence Agency Act of 1948
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Amnesty International v. CIA, et al.
B FOWPA Request No F-05-00498, F-06-01014, F-06-00994
E)ocument Number OIG C 2921
Bate ofnocumentj:i_' 3/31/2003
| Document Type-:. Cable
C!ass:f catlon;: Secret
- _-_Frquro_i © HQto DOJ
Subject intelligence Operation

Documer;t Pagesi 2
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Document Description : This 2-page document is a NCS cable, dated March 31, 2004, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one page of text. This document is withheld in full based on exemptions b(1), b(2), and
b(3).

The distribution information is withheld on the basis of exemptions b(1}, b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handiing instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also

T withheld of the basis of exemiption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign refations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals the identities of CIA personnel and foreign
activities of the CIA. Disclosure of this information would reveal information that is currently and properly
classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A())(1) of the National Security Act of 1947, In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1949.



This document is also withheld in full on the basis of exemption b(5). The memorandum consists
of facts that were provided to an attorney for the purpose of seeking legal advice. As such, this document
is protected by the attorney-client privilege and is properly withheld under exemption b(5).

There is no meaningful, reasonably segregable portion of the document that can be released.
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Document Pages:

1

- FOIA/PA Request No.:  F-05-00498, F-06-01014, F-06-00994
Document Number: OIG C 3067
Date of Document:  1/14/2004
Document Type: Cable
Ciassification: Secret
From/To: Field to HQ
Subject: Intelligence Information

FOIA Exemptions ; Privacy Act Exemptions ; Disposition :
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Document Description : This 1-page document is a NCS cable, dated January 14, 2004, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one-half page of text. This document is withheld in full based on exemptions b(1), b(2), and
b(3).

The distribution information is withheld on the basis of exemptions b{1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fuily below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b(1). This document contains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign refations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
1o cause serious damage o the national security. in particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, the identities of CIA personnel, and foreign activities of the CIA. Disclosure of this information
would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)}(1) of the Nationat Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1948,



There is no meaningful, reasonably segregable portion of the document that can be released.

Case Number: 07-cv-5435
Judge's Initials : LAP



DOC 222

Amnesty International v. CIA, et al.

FOIA/PA Request No..  F-05-00498, F-06-01014, F£-06-00994
Document Number: OIG C 3213
Date of Document: 7/27/2004
Document Type: Cable
Classification: Secret
From/To: HQ Internal
Subject: Intelligence Information
Document Pages: 5
FOIA Exemptions : Privacy Act Exemptions : Disposition :
X (b) (1) LA (5) @ Denied in Full
X (b} (2) RO O Partial Release
X (o) (3) iy (@ () Released in Full
U (b) (4) H (k) (1) (O Referred to Third Agency
LI (b)(5) @J(k)(Z)
T (v) 6) 21 (k) (5)
L (B) (7) {c)
LI (b) (7) (d)

I (b) (7} (e)
LI (b)Y (7) ()

Document Description : This 5-page document is a NCS cable, dated July 27, 2004, and it bears the
classification mark SECRET. This cable consists of three pages of distribution information and
approximately one and one-half pages of text. This document is withheld in full based on exemptions
b(1), b(2}, and b(3).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
three pages primarily consist of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b{1). This document contains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, methods for disseminating C1A information, and foreign activities of the CIA. Disciosure of this
information would reveal information that is currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i}{1) of the National Security Act of 1947, In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1949,



There is no meaningful, reasonably segregable portion of the document that can be released.
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Amnesty International v. CIA, et al.
- FOIA/PA RequestNo.:  F-05-00498, F-06-01014, F-06-00994
" Document Number: OIG C 3359
ft)ate'_o_f'_ Document:  9/10/2002

'_flbocl..lmen't;'{'ype: Cable
L E.(iia_ssiﬁc:aticm © Secret

. From/o: Field to HQ

' Subjbcf:- Intelligence Operations

‘Document Pages: 3

FOIA Exemptions : Privacy Act Exemptions : Disposition :

X (b} (1) 1 (d) (5) @ Denied in Full
X (b)(2) Ly (h (O Partial Release
X (b) (3) L) (@) O Released in Full
U1 (b) (4) (k) (1) {0 Referred to Third Agency
X (b) (5) L1 (k) (2)

LI (b)(6) L1 (k) (5)

L1 (B) (7) (c)

[j {b) (7) (d)

L] (b} (7) (&)

@M

Document Description : This 3-page document is a NCS cable, dated September 2, 2002, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately two pages of text. This document is withheld in full based on exemptions b(1), b(2), b(3),
and b(5).

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
page primarily consists of internal distribution information such as filing identifiers, routing codes, handling
instructions, origination markings, and other internat administrative information which is protected from
disclosure by exemption b(2). 1n addition, some of these markers and routing codes would disclose
internal organizational data, the location of CIA facilities overseas, and other information that is properly
withheld under exemptions b{1) and b{3), as described more fully below.

The entire document, including some of the administrative information described above, is also

- withheld on-the basis of exemption b{1). This document contains information that-has been-classified in -
accordance with Sections 1.4{c) and (d) of Executive Order 12958, and is protected from disclosure
hecause it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
10 cause serious damage to the national security. |n particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, the identities of CIA personnel, and foreign activities of the CIA. Disclosure of this information
would reveal information that is currently and properly classified.

Eor similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, intermal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,



In addition, the cable includes policy options, analysis, and recommendations of field officers 1o
headquarters regarding specific policies. The document is therefore also properly withheld in full pursuant
to the deliberative process privilege.

There is no meaningful, reasonably segregable portion of the document that can be released.

Case Number: 07-cv-5435
Judge's Initials: LAP



DOC 224

Amnesty international v. CIA, et al.
FOIA/PA Request No.:  F-05-00498, F-06-01014, F-06-00994
= {}ocument Number OIG C 3505
N Date of Document:  6/15/2003
 Document Type:  Cable
' :_::_-:' Clés's.if_ica't'ioﬁ: Secret
L 'F'ro'rﬁ_f".f'o: Field to HQ

S Subject:  Intelligence Information
' .Document Pages: 11

FOIA Exemptions: . Privacy Act Exemptions : Disposition :

XM [ (d) (5) @ Denied in Full

K (b) (2) Cla O Partial Release

X (b) (3) L@ (0 Released in Full

] (b) (4) k(M (> Referred to Third Agency
L1 (b) (5) L] (k) (2)

L.l (b) (6) L (k) (5)

(1 (b} (7) (c)

L1 (b) (7) (d)
1) (7) (e)

Document Description : This 11-page document is a NCS cable, dated June 15, 2003, and it bears the
classification mark SECRET. This cable consists of one page of distribution information and
approximately nine pages of text. The last page is almost entirely blank. This document is withheld in full
based on exemptions b(1)}, b(2), and b(3}.

The distribution information is withheld on the basis of exemptions b(1), b(2), and b(3). The first
page primarily consists of internat distribution information such as filing identifiers , routing codes, handting
instructions, origination markings, and other internal administrative information which is protected from
disclosure by exemption b(2). In addition, some of these markers and routing codes would disclose
internal organizational data, the location of CIA facilities overseas, and other information that is properly
withheld under exemptions b{1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is also
withheld on the basis of exemption b{1). This document contains information that has been classified in
accordance with Sections 1.4(c) and {d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. in particular, the document tends to reveal certain
intelligence methods and activities, including confidential sources. The document also reveals CIA
cryptonyms, the location of CIA stations, the identities of CIA personnel, and foreign activities of the ClA.
Disclosure of this information would reveal information that is currently and properly classified .

For similar reasons, this document is exempt from disclosure under exemption b(3) pursuant to
Section 102A(i)(1) of the Nationa! Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central intelligence Agency Act of 1949.



There is no meaningful, reasonably segregable portion of the document that can be released.
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Amnesty International v. CIA, et al.
F-05-00498, F-06-01014, F-06-00994

FOIA/PA Request No.:
Document Number:
Date of Document:
Bocument Type:
Classification :
From/To:

Subject:

Document Pages:

FOIA Exemptions ;
X (b) (1)

OIG C 3640

11/4/2003

Cable

Secret

Field to HQ
Intelligence Operations
3

Privacy Act Exemptions :
C1(d) (5)

(36) (1)

0@

LK) (1)

[ (k) (2)

Ll (k) (5)

Disposition :

@ Denied in Full

(U Partial Release

(0 Released in Full

(> Referred to Third Agency

Document Description : This 3-page document is a NCS cable, dated November 4, 2003, and it bears the
classification mark SECRET. This cable consists of one-half page of distribution information and
approximately one and one-half pages of written text. The last page is aimost entirely blank. This
document is withheld in full based on exemptions b(1), b(2), b(3), and b(5).

The distribution information is withheld on the basis of exemptions b{1), b(2), and b(3). The first
half-page primarily consists of internal distribution information such as filing identifiers, routing codes,
handling instructions, origination markings, and other internal administrative information which is
protected from disclosure by exemption b(2). In addition, some of these markers and routing codes
would disclose internal organizational data, the location of CIA facilities overseas, and other information
that is properly withheld under exemptions b(1) and b(3), as described more fully below.

The entire document, including some of the administrative information described above, is aiso
withheld on the basis of exemption b(1). This document contains information that has been classified in
- accordance with Sections 1.4(c} and (d) of Executive Order 12958, and is protected from disclosure
because it would tend to reveal intelligence activities and methods, as well as foreign relations and foreign
activities of the United States Government. Disclosure of this information would reasonably be expected
to cause serious damage to the national security. In particular, the document tends to reveal certain
intelligence methods and activities. The document also reveals CIA cryptonyms, the location of CIA
stations, and foreign activities of the CIA. Disclosure of this information would reveal information that is

currently and properly classified.

For similar reasons, this document is exempt from disclosure under exemption b{3) pursuant to
Section 102A(i)(1) of the National Security Act of 1947. In addition, this document contains information
about CIA official titles, internal organizational data, functions, and names that are properly withheld under
exemption b(3), pursuant to section 6 of the Central Intelligence Agency Act of 1949,



in addition, the cable includes policy options, analysis, and recommendations of field officers to
headquarters regarding specific policies. The documenit is therefore also properly withheld in full pursuant
to the deliberative process privilege.

There is no meaningful, reasonably segregable portion of the document that can be released.
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